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Abstract

Security is demand of today’s internet users.ties no. of internet users are increasing day hyidas
being a paramount task to provide a network sgcuritthe field of security NIDS acts as war horsBEsese NIDS
are nothing but the softwares that are used tatiéte network attacks. In this paper we are piagidhe technique
that will detect the network attack without haviagy previous knowledge about the attack. This tieglenwill be
proved as the milestone in NIDS as these systemsigaful in detecting the attacks in completelyupesvised
manner. This technique uses the online basis tectléte attack that is by using the technique oftimsolution
flow aggregation traffic is captured online andrthm®y using clustering techniques filtering rules #armed to filter
the network attacks from violating the security naftwork. All this process happens without havingvaus
knowledge about the attack hence the name onlitveonle attack detection in absence of previous mystd attack

that is unsupervised network intrusion detectioinus.
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Introduction

We always define communication as
transfer of information from source to destination.
But when there are more than one source and
destination in existence, the main question arises
about security. Today number of internet users is
tremendous due to this large research work is going
on making the communication of internet users as
safe as possible. In this paper | have made arsince
try to provide a technique for intrusion detecttbat
will be proved as milestone in NIDS i.e. Network
Intrusion Detection Systems.

An intrusion detection system (IDS) is
software that automates the intrusion detection
process. If we analyze the network attack detactio
systems they are categorized into two basic pams o
is misuse detection that means detecting the attack
which is previously known and another is anomaly
detection which means that detection of such
anomalies which are not previously happened.

Signature-based detection systems
highly effective to detect those attacks which they
programmed to alert on. Traditional Network
Intrusion Detection Systems (NIDSs) rely on either
specialized signatures of previously seen attagks,
on expensive and difficult to produce labeled tcaff
datasets for user-profiling to hunt out network

are

attacks. Despite being opposite in nature, both
approaches share a common downside: they require
the knowledge provided by an external agent, either
in terms of signatures or as normal-operation [@®fi
Anomaly detection uses labeled data to build normal
operation-traffic profiles, detecting anomalies as
activities that deviate from this baseline. Such
methods can detect new kinds of network attacks not
seen bhefore.

UNADA, is an Unsupervised Network
Anomaly Detection Algorithm for knowledge-
independent detection of anomalous traffic. UNADA
uses a nhovel clustering technique based on Sub-
Space-Density clustering to identify clusters and
outliers in multiple low-dimensional spaces. The
evidence of traffic structure provided by these
multiple clustering is then combined to produce an
abnormality ranking of traffic flows, using a
correlation-distance-based approach.

The structure of the anomaly identified by
the clustering algorithms is used to automatically
construct specific filtering rules that characterits
nature, providing easy-to-interpret informationtie
network operator. In addition, these rules are
combined to create an anomaly signature, which can
be directly exported towards standard security
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devices like IDSs, IPSs, and/or Firewalls.
clustering algorithms are highly adapted for pai:
computation, which permits to perform t
unsupervised detection and construction of sigea
in an online basis

M ethodology

Actually thee are two methods for detecti
the network attacks. One is signature based th
detecting the attack in terms of the known attaw
another is without having any previous knowle
about the attacks that is UNADA.

In this project we are going to usthe
concept of UNADA. UNADA, is an Unsupervisi
Network Anomaly Detection Algorithm  fc
knowledgeindependent detection of anomalc
traffic.

The structure of the anomaly identified
the clustering algorithms is used to automatic
construct specificiltering rules that characterize
nature, providing easy-ti;terpret information to th
network operator. In addition, these rules
combined to create an anomaly signature, which
be directly exported towards standard sect
devices like IDSs,IPSs, and/or Firewalls. Tt
clustering algorithms are highly adapted for pai:
computation, which permits to perform t
unsupervised detection and construction of sigea
in an online basis.

The procedure starts with collecting 1
network traffic.For capturing this network traffic w
have used the software named as “Network Ac
PIAFCTM” . This software generates the log -
when it is operated in packet mode. The contair
log file are
1. data types, 2.no. of bytes transferred, 3.solf,

4desination IP, 5.SOURCE Port, 6destination

7.time
TP 8 1921681100 1922035667 2192 80 [2012.03.23- 20:14:06.519]
TP 54 1921681100 1922035667 2197 80 [2012.03.23 - 20:14:16.859]
TCP 62 192.203.56.67 192.168.1.100 80 2192 [2012.03.23 - 20:14:16.859]
TCP 814 1921681100 1922035667 2192 80 [2012.03.23 - 20:14:16.859]
UDP 307 192.168.1.1 239.255.255.250 2049 1900 [2012.03.23 - 20:14:16.890]
UDP 316 192.168.1.1 239.255.255.250 2049 1900 [2012.03.23 - 20:14:17.000]
UDP 379 192.168.1.1 239.255.255.250 2049 1900 [2012.03.23 - 20:14:17.093]
UoP 371 192.168.1.1 239.255.255.250 2049 1900 [2012.03.23 - 20:04:17.203]
TCP 994 192.203.56.67 192.168.1100 80 2192 [2012.03.23 - 20:14:17.218]
UDP 316 192.168.1.1 239.255.255.250 2049 1900 [2012.03.23 - 20:14:17.296]
TCP 54 192681100 1922035667 2192 80 [2012.03.23 - 20:14:17.343]

Now our next step is to analyze this log
in particular time slots. In this paper | have usieel
time slot of 1 second that means | am goinc
analyze the complete log file in the time of one
second. This technique is also known as n
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resolution windowing technique. Here | am apply
the window of 1 second means | am going to eval
all the parameters or attributes of the log fileoime
second first and repeat the procedure emaining.
The next step is to create a feature sj
matrix X. This feature space matrix characterite=
captured network traffic according to the time sg
of particular one second. The different attribubd:
this feature space matrix are,
1. time series,
2. No. of data bytes transferred,
3 .No.of different source IPs in one secc
4. No.of different destination IPs in one secc
5. No.of different source ports in one secc
6. No.of different destination ports in one sec
7. Data types,
8. Ratio of no. of data bytes transferred to nio
different destination ports.
The feature space matrix hence can
determined as
X = [X X0, Xy v e ee e aenae X
Where these x1,x2,...xn are the features
particular time series taken into account for
second only.
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As we obtained the feature sp:
once we are able to use clustering algorithm ted
the normal and abnormal flow from the particul
we are having with us in the feature space me

The clustering algorithm is the tool used
divide complete feature space into two parts thi
normal and abnormal. Here the bigger part
considered as normal one and the smaller or
considered as the abnormal part. Now this abno
part is treated as avidance and by using the tqak
of eviderce accumulation this smaller group is n
used to create the signature for another
transferred by adding this abnormalities for fitber
rules.
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Result

W Figure 1 usnwe
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The result of implementation of the pape
shown in the above diagram. This resL generated
by using kmeans algorithm which results ir
formation of two parts one is for normal flow a
another for abnormal flow. As shown in the diagi
the normal flow is denoted by dots at bottom are
abnormalities are denoted by crosses atop of the
figure indicating the abnormal flows. The
abnormalities are then used as evidence for foom.
filtering rules for secured transmission of d
afterwards.

Conclusion

Here we have proposed the new intrus
detection system which can be uded detection o
network attack in online basis. This system will
proved as milestone in designing NIDS that
software used for detection of network attack. ~
allows detecting new previously unseen netw
attacks, even without using statisticaarning. By
combining the notions of SuBpace Clustering ar
multiple Evidence Accumulation

Applications
« Applications of this project are found

defense and security areas as the diffe
unknown attacks can be detected by u
this project. For secily purpose it is
necessary to detect an unknown attack
hence this project is useful as this pro
can detect the attack without knowing

previous history of the attack.

% This project is wuseful for firewa
construction to detect the unauthorizdata.
This advantage is useful in differe
applications in and industrial area where
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unauthorized receiver may cause se
problems.

< In the area of banking this project
advantageous to detect the unauthor
transmitter or receiver of d:
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